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BPC Banking Technologies:

Kak 3apaboTtatb Ha nHHoBauusix: NFC, eCom u buomeTtpumka
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Solving the world’s payment
ch*es

Organize fit every customers needs

........... Delivering the P
_ full payments
. v lifecycle
......................... In a way that
el suits the customer

v

--------- Professional
services

flawlessly integrated
Fully flexible
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The fastest growing enterprise

payments provider in the world today

We have depth of relationship with all
155 of our customers. When we say
customer we mean customer.
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BPC product portfolio SMARWVISTA'

SmartVista Bl npr3HaHa BO BceM Mupe KakK
Hanbonee PyHKUMOHANbHAA, MaclWTabnpyemasn u
BbICOKONPOM3BOAUTENbHAA CUCTEMA.

CARDS/WALLETS
& ACCOUNTS
MANAGEMENT
SYSTEM

m - Hanbonee Bbicokuit pedtnHr B UT cekTope.

REMOTE BANKING & | 01/ |0 J20 1)1 E 0

MOBILE FINANCIAL PAYMENTS
SERVICES (MFS) PROCESSING COMMERCE Gartner
* N i I i o ¢ 5
PAYX. &8 2
RISK PAYMENTS KNOWLEDGE PROVIDER™ ( I 1 [ ] _-a x
Mg MANAGEMENT &

SETTLEMENT &

RECONCILLIATION AUD

PREVENTION

E CEB “We find the functionality to be STRONG”

WHAT THE BEST COMPANIES DO
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Buyepa, cerogHs, 3aBTpa

.ﬁ Yekun, HannuHble, 3anucu, TpaaMLNOHHbIN I
baHk BUepa ¢ |

w GaHKUHT
smrzanns: |l . S SN N

KapTbl, NnaTtexun, e-commerce, P2P,

baHk ceroaHsi . AncTaHUMOHHbIN 6aHKMHT, MOBUAbHBIN 6aHKMHT

=TT N LY TN

Digitization, Mobile Wallet, HCE, Apple Pay, o
Samsung Pay, Tokenization, Wearable Payments,
Internet of things, Social Crowdfunding

baHk 3aBTpa

e



GARTNER: Hype Cycle for Payment Innovations

expectations Remaote Commerce Emulation for Proximity Payments

Trusted Service Manager for NFC-Enabled Mobile Payment Systems

Peer-to-Peer Foreign
Exchange Marketplace

Social Messaging App-Based
Payment System

Mobile Digital Payment Advisor

PIVAS — Synchronization Process
EMY Migration (U.S.)

Payment Architectural Frameworks
Payment Services Hub

Digital Wallet Solutions

Transaction Banking 2.0 (Payments)
Mobile-Originated Proximity
Payment Systems

Bank Payment Obligations

Applic:atior} PaaS for Payments

Acquiring Convergence Solutions
and Dashboards

PIVAS — Tr‘au::l:inI and Negotiation

Internet Micropayment Systems

Alternative Card

N b Contactless Retail Payment System

Mobile Wireless Payment Systems
(for Nonmature Payment Markets)

Multipayment Application Instruments
Biometric Payment Systems

PIVAS — Reward and Loyalty

Mear-Real-Time Low-Value Payment Systems
Enterprize Mobile Financial Services Solutions

Mobile-Originated P2P Solutions (for Mature Payment Markets)
As of July 2014

Money and Payment Clouds

Social Network
Payment System

Sound-Wave-Based
Payment System
1

Wearable-Originated
Payments

Mobile Devices as Payment-

Acquiring Terminals
Online Bank-Enabled Payment
(OBEP) Systems

Peak of
Innovation Trough of Plateau of
Inflated Slope of Enlightenment
Trigger Ex tions Disillusionment Productivity
time '
Plateau will be reached in: obsolete

Olessthan2years O2to5years @ 5to10vyears A morethan 10 years @& before plateau



Yto OyaeT BNUATb Ha POCT nrnartexen?

Ha 200%

BblpacTeT 06bem
ornepauumn no Kaptam
B EBpone k 2024r.

Purchase Volume
Projected Worldwide

Asia
Pacific
Market Shares
in 2024

108 04

49' 34 - I
mll o vy mll wo
|1 0 A W N | 4 N 4 N
[ B | ]
© 2016 The Nilson Report

Volume ($Tril.) L
in 2014 vs. 2024 A




O6bem TpaH3aKuuin ¢
NCMonb30BaHMEM
MOBUIMbHbIX
YCTPOWUCTB YBOUTCS

B Grivkanwve 2 roga

Yto OyaeT BNUATbL Ha POCT nNnarexen?

Figure 2: Global m-payments transactions by segment, 2013-19

14,000
12,000
210,000
8,000
6,000

4,000

Transactions (millions)

2,000

Source: Ovum

2013 2014

m C2B payments

2015 2016

m P2P payments

2017 2018 2019

® Proximity payments



Yto OyaeT BNUATbL Ha POCT nNnarexen?

OB6beM TpaH3aKLUMi C Figure 14: Growth in total mobile payments users by region, 2013-19

MCMNOSIb30BaHNEM 1,600,000,000

MOOUIbHBbIX —e—Africa
. 1,400,000,000

YCTPOWCTB yABOUTCS

—g—[\liddle East
1,200,000,000

B Grivkanwve 2 roga

—a#— Central & Southern

o 1,000,000,000 Asia
o
= —e—Oceania, Easten &
@ 800,000,000 South-Eastern Asia
< —e—Latin America & the
600,000,000 Caribbean
—#—North America
400,000,000
—o—\\estern Europe
200,000,000
5 —#—Eastern Europe

2013 2014 2015 2016 2017 2018 2019

Source: Ovum




MOBILE PAYMENTS ARE THE FASTEST-GROWING
SEGMENT OF ONLINE TRANSACTIONS

. . 852%

BROWTH OF MOBILE PAYMENTS IN THE
2010 2011 2012 LAST TWO YEARS*

TexHonorum, KOTOpPbIie BHeApPATCAHA yXXe cerogHs

Figure 4: Banks’ retail payment product priorities for 2016

Top 3 retail payment products :gigE;tt:rprrse

W Top Praiity I second Pricsity Third pricaity

Online payments

Mobile FOS payments

Delivering cuslomer
Iy altyiresardalofers

MobileMigital wallets
Creditfdabitiprepaid cards

Wisarables (e.g. wristband, wateh)
Maobile precimily payments (NFC, QR
code

CryplocurenciesiBlockehain
technokogy

Contaclless

Domestic person-io-person (F2P)
services

Immediate retail credit fransfers (e.g
Faster Payments)

Remsitancesicross-border F2F

Mobile check capture/deposit -

Eill payment

15% 20% 25% 30% 35% Al 45%
Proportion of respondents
CapyrighL Qvum
Sampks size: 1596
Cusstion. Vot are your top 3 retad payment product 1T imvestment oreas for the nact 18 months ¥
Warlic al: Payments issusrsfac quirérs. Suboverical: All Courtry: Al Eférprge size: All



pc Kakue TexHonorumn 6yayt Boctpeb6oBaHbl B 2016

BANKING TECHNOLOGIES

[nctaHumMoHHbIe KaHanbl Internet/Mobile Banking

Pazsutne eCommerce

Pazsutne mCommerce

Pa3suTtre peweHunin Ha 6a3e HCE

Customer Loyalty

P e e reerniiehccor S
EEE2 1 ER @M
FEEEc ENERT
SF N H
) S-S
BT e

AJ'IbTepHaTMBHbIe MeToabl VILI,EHTM(I)MKaLIIMM K/IMEHTa




GROUP

BANKING TECHNOLOGIES




pc UYTO Mbl MOXeM NpeanoXuTb yXxe cenyac?
(e {e]]

BANKING TECHNOLOGIES

SmartATM SmartiPay

Biometri¢
Identification

eComm

ACS & MPI
3D Secure Enabled

_SmartHCE

Contactless
Payments

Sma[t@.Bank
‘9’74('/};9

(‘JJgsaﬁg Mobile
Payme\ts

18



Abpc BunomeTtpunyeckasa nageHTudukaums
(e {e]]

BANKING TECHNOLOGIES

Q

D . Finger Print

* Finger Vein

®* Branch or ATM enrollment

* |ntegration with 3 party

SmartATM
2 scanners

Biometri¢
Identification

19




pc lNonHaa nopgaepXxka v 3almTa ANeKTPOHHON KOMMepLUnmn
GROUP

BANKING TECHNOLOGIES

Merchant Plug-In
Merchant interface
Transaction monitoring
Reporting
User management
Merchant payment page
Secure data entry
Interface to VbV/ SecureCode
Directory server
v ISO 8583 interface to switch
Access Control Server
Interface to VbV/ Secure code directory
server
Interface to authentication history
Interface to issuer bank host

AnpobupoBaHHOE peLleHus VisTA

Issuing part

/1A 3NEKTPOHHOM
@ 2 Payment Networks

KoOommepunun

i
MonHoe cooTBeTCTBME BCEM %/ @

TpeboBaHMAM 6e30nacHOCTH ‘

Authentication history
VISA, MC, PCI. carver
Directary Server Merchant Plug-In Additional security (SMS, Scratch,
password etc)

ViSTA' ADS — Activation during Shopping

Acquiring part

SmartiPay‘” _ ‘
’ Merchants

o " o < Social Classic online Self service Mobile
ACS & MP| : 2 networks shop resources commerce

3D Secure Enabled 20




Abpc HCE Business Models

BANKING TECHNOLOGIES

v BupTyanbHbie u prepaid KapTbl:
o v’ MoMeHTaIbHOe NpUBeYEeHMEe KINEHTOB APYrmx
* Fingerprint Login
* Mobile PIN 6aHKoOB
*  McTopua TpaH3aKLuit \/CHM)KeHVIe CPOKOB AOCTAaBKN U paCXoa0B CBA3aAdHHbIX
® BI'IOKVIpOBKa KapTbl C Bb||_|YC|'(ON\ KapT
‘/5630ﬂaCHOCTb M aHOHUMHOCTb NJ1aTEXeN

v’ MpuBAa3Ka KapT Ae6eToBbIX U KPeAUTHbIX:
v MOMEHTAa/IbHbIN S3HPO/NIMEHT KapT C NPOBEPKOM
AOMNOJIHUTENIbHbIX MNAapamMeTpoB

< v UHTerpaums c cepsucamm VISA n MasterCard

Payments

SmartHCE

n//%//gjh"




bpe

BANKING TECHNOLOGIES

Fingerprint Login
Mobile PIN
MUcTopua TpaH3aKuuit

BnokMpoBKa KapTbl

SmartHCE
- Contactless
Payments

HCE Solution & Full Tokenization — roroBoe peLueHue

v

O @

Alfa Bank History Alfa Bank

Go Online

A bp< About Abpg popass | Amount:
R =] ﬁ\ See terminal
Wipe all data @

s

MasterCard

MasterCard ] ]
05/26/2015
3

Tap here to pay

You're ready, please tap 05/26/2015

05/26/2015

05/26/2015

27s 05/26/2015

A Alfa-Bank



bpe

BANKING TECHNOLOGIES

Fingerprint Login
Mobile PIN
MUcTopua TpaH3aKuuit

BnokMpoBKa KapTbl

SmartHCE
- Contactless
Payments

HCE Mobile Application

4 16:36

HCE Demo )))) :

1

s Abpc

0
LS

>

Please connect to network for payment
tokens loading MasterCard

20 Payments Left

2 Balance

il Payments history

# Card recharge You're ready, please tap

=2/ Receive CVC2 code )))

@ About the bank
10s

< Card recharge

Source card number

Enter card number

Expiry date
/

Transfer amount

Enter transfer amount

RECHARGE CARD
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pc TokeHU3aLnAa — rotoBoe pelueHue M(\'S;J VISA
S (
GROUP

SMART

BANKING TECHNOLOGIES

.\
SSL\TLS \’)

(Encrypted channel 9
with MobileKeys (conf, MAC))
HCE:MA
MasterCard Mobile PayPass
e e—a e St ot G S ) Bl ot ot ] Gl et 4

Bbinyck Prepaid Kapt

Single Usage Key

CVN 14 support

Mobile PIN

|
|
| ——sSL JASON l_> | HSM
HCECNAS | ¢ ~ sMs-Gate |

A s\\l€ b Services or Batch—l—»

Web Service Integration with

Issuing Host

HSM

Processing
| Centre
fa 1) ISS_MasterKeys
1) MobilePIN (LMK) AMS |

2) MobileKeys

SmartHCE {conf,MAC)-ID_APP 1) PAN {LVIK) EMV Data A -
e {LMK) 2) DGIS (CardMasterKey) = . _|
'y 3) SUK ID_APP (w:x) ! +CardMasteKey y 2)CardMasterKey
Contactless 9
4)Digitized Card (encryption KEK)
Payments -

|
|
|
I
|
|
Restriction for e-Commerce |
|
|
|
I
|

24




bpc

BANKING TECHNOLOGIES

Smart@Bank

P~a\/6mahts

[‘;285358 I\/Iobilel

NMpeunmyuwectBa Smart@Bank

|

N N

N N

OxBaT Hanbonee BoCTPeOOBAHHbIX KAHANOB AMUCTAHLMOHHOIO 06CNYyKUBAHUA
KNMEHTOB, COKPALLLEHME BPEMEHM A0CTYNA K YCAyram;

TecHas MHTerpaumna UHTEPHET U MOBUNbHOTro BAHKUHTa;

B0O3MOKHOCTb MCMONb30BAHUA BCEX NNATEXKHbIX MHCTPYMEHTOB, AOCTYMHbIX KIMEHTAM
baHKa;

B03MOKHOCTb KacToMM3aLnKM 0TOBparKeHMAa MHPOPMaLMM HENOCPEACTBEHHO
KOHEYHbIMW NONb30BaTENAMMU CUCTEMbI;

Yn06CcTBO aAMUHUCTPUPOBAHMA U HACTPOMKM BCEX KaHANOB 0OC/YKMBAHMA B paMKax
KOHUEMNUNU «eIMHOTO OKHa»;

Bo3mOXKHOCTb NOC/NIe40BATEIbHOIO BHEAPEHUA N Pa3BUTMA QYHKLUMOHANA;
Be3sonacHOCTb Ha BCEX YPOBHAX: OT XPaHEHMS NOb30BaTE/IbCKUX AaHHbIX A0 UX

nepegavym KOHEeYHbIM NONb30BaTENAM, COOTBETCTBUE TpeboBaHuam PCI DSS.



pc MoOunbHbIN BaHKMHI — HOBbIN YPOBEeHb 6€30NacHOCTU
GROUP

BANKING TECHNOLOGIES

Fingerprint Login

15:45
Touch ID

YnpasneHne niumumtamm

OTmena

rE‘O-OI'paHM‘-IEHMﬂ

BnoknpoBKa KapTbl

Cratye

e 00

BEIBEPUTE THN BNOKMPOBKIA

YnpasneHue 3D Secure

™) Mnatex () Nepeson Yy WaGnomsi MocrosHHo ™ Nnarex

[

Ha nepxon [nernoit nims

Micnenuaoeato 5001 pys. Mcnons3osang

SIMMIAT HE KONWHECTBO NONBITOK BE. 5 Tsau Ha Kory

[a, ucnonsaoeats Vicnonb3oBaHo 2

HacTpouTs nosanee r:ﬂy limit Heorpanuuen

Wcnonbsosandg

0000000
0000000

My limit

Wcnonssosand

0 =
®
o -
()
®

Menons3osaHo 7
@) Teoorpanuderus R @) reoorpar
(@) Brokupoaka KapTs! & Bnokupol

Tonbxo 3-D §

Tonsko 3-D Secure (1)

Smart@Bank

/ s 9
[32053 e Mobile
ity
rad 26




pc NMepcoHanusauua nuHtepcdenca (MoomMnbHbLIN GaHK) B

BANKING TECHNOLOGIES

arner = 1159 AM

Fingerprint Login PERATIONS

YnpasneHne niumumtamm
[eo-orpaHuyeHus
BnoknpoBKa KapTbl

YnpasneHue 3D Secure

?DO0Q 0006

INFORMATION

ATM & Branches

News

Smart@Bank

Gs 4
“32g5ate Mobile
Pa\/smahts l
rad

Rates

0000

» Hactpowka meHto

Daily 4

Used

PIN inj

Used
My lim

Used

Lq

cXem

Carrier =

<

Masr@ My card #1

124, ((
Status: Blocked
Hold amount: 200.00 €

-400.00 €

E-commerce pay

-200.00 €

+300.00 €
o

-100.00 €

E-commerce pay
Mar 10, 2015

-1,400.00 €

E-commerce payment
Mar 10, 2015, 3:23

Repayment for purchase

E-commerce payment

> HacTpoinka uBetoBbix » HacTpoiika wpudTos u

OpYyrux arnemMeHToB An3anHa

BETWEEN CARDS
Mokaswmate [ @
mmmm 10 OWN card Foramnans sapcnam <o 1 oo
Transfer between your cards Nocnemm mon ©

=«  Toany card

2% Transfer to another card

BETWEEN ACCOUNTS

=1 To own account
‘ Tl (”JT.‘?‘P‘T’ between }'C.H’ accounts

CREDITF CHECKING

[— 50,000.00 RUB
5,980,000.00 RUB
|
I I 1,500.00 $

1,500.00 €



Ab NMpocToTa HaBUrauum -
poup MoOunbHbLIU 6aHK

[BANKING TECHNOLOGIES|

Onepatop & 14:01 - Onepatop = 14:01 - Onepatop & 14:01 -

£ Mepesofp! < Mepesogp! 4 Mepesopp! CoxpaHuTh

Fingerprint Login

LZ LA KapTa cnucaHus
YnpasneHvie itMMuTamu < Ha csolo Kapty VISA*376
€5 epenon wesay caomun xapraun VISA
0 000,00 py6
I'eo-orpaqueHMﬂ &) Hagpyrywo kapty
MNepeson Ha NPOM3BONBHYIO KAPTY
preennane o Kapta 3auncnenus
BnoknpoBKa KapTbl e
YnpasneHue 3D Secure o s carans Cymma

& Ha ppyroit cuet

MNepeBos Ha NPON3BONLHEIA CueT

OPYrOM BAHK

& B ppyroii 6aHk
Nepeson & ApyroM GakHk

MepeBoa ycnewHo BbINONHeH
Kop asropusauuu: A1234B

Smart@Bank

LWAT 1 LLIAT 2

“32g5ate Mobile
Pa\/sma)]ts l




pc PyHKUMoHan Smart@Bank

BANKING TECHNOLOGIES

»  BnoKupoBKa KapT »  Wcnonb3oBaHne KOHTaKTOB » [eo-orpaHUYeHun
13 aAPEeCHOMN KHUTU

Carrier = 2:03 PM

Carrier

Fingerprint Login

YnpasneHvie itMMuTamu DEBIT P < oo >
Payment of Cash Internet
reo_orpaqueHmﬂ @ I‘!?P4I,TUU.OO€ — Mobile phone purchases withdrawal operations
~
visa 12143166 i ° O Q
BnoknpoBKa KapTbl 55550008 Source card
CREDIT 455555 *0003
v @ Q@ @
YnpasneHwue 3D Secure visa 223.402.39 RUB 104,698.48 3
55556+ 0005 o Q Q Q
@, 252,410.09 RUB Phone number . s
o - +7 (903) 866-34-15 .'j South
o) 121,431.66 % America
\ALAAAPPAPPPPS Amount Noath Q 0 0
50.00 America
VaVaVaVaVaVaVWaW N VAVAVEN
iakiiattest oo @ QO
o e 708751 - Q O O
mart@Ban @2 230,000.00 RUB .
] 000 Continue
@, 197,700.00 §

53y g
P NSNS NSNS
35 KN l
Paymehts
ra'd




Abpc

BANKING TECHNOLOGIE

bpcbt.com





